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White Paper by Ethereum platform and
Satoshi Nakamoto, ' programming language
“Bitcoin: A Peer-to-Peer Fnrst'use of the ‘ running on a blockchain,
Electronic Cash System term ‘blockchain smart contract applications

Growing number of
blockchain pilots in
Supply Chain

SEEHBEHSE

Bitcoin released, Hal Blockchain 2.0 Hyperledger prpject
Finney completes announced by Linux to
1st bitcoin transaction advance industry collaboration
for 10 BTC using blockchains and DLs

permissioned blockchains
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BlockChain 3.0
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blockchain exchange
traded fund (ETF)s
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Aurels Purics
Bitcoin, crypto, history, biotech, science enthusiast. Trading and research.
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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing

the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed hut nranf that it came fram the laraect nanl af OPTT nawer  Ac

long as a majc
attack the nety Transaction Transaction Transaction

network itself
s Owner 1's Owner 2's Aimar 2o |
Public Key | Public Key | Networlk
} ¢ i + ¢ | The steps to run the network are as follows:
Hash Hash ki 1) New transactions are broadcast to all nodes.
¢ k P ¢ '/ 2) Each node collects new transactions into a block.
e’hj, e”'I'j, i 3) Each node works on finding a difficult proof-of-work for its block.
Owner O's A owner 1's E 4) When a node finds a proof-of-work, it broadcasts the block to all nodes.
Signature Signature 5) Nodes accept the block only if all transactions in it are valid and not already spent.
( 6) Nodes express their acceptance of the block by working on creating the next block in the
(\,/' é\_ chain, using the hash of the accepted block as the previous hash.
O g 1/5/2022
Owner 1's | Owner2's | Owner 3's
Private Key Private Key Private Key
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T
Plain |[A|B/|C D|IE|F|G|H JIKILIMINIOIP|IQ|IR|S|T|U|V|W|X]|Y
Cipher X |Y ABCDEFGHMLMNO%RSTUV_
CAESAR CIPHER
(SHIFT 13)

Plaintext ~

If he had anything confidential to say, he
wrote it 1in cipher, that is, by so changing
the order of the letters of the alphabet,

I that not a word could be made out.

~~—

Ciphertext ~ IA

Vs ur ung nalguvat pbasvqragvny gb fnl, ur
jebgr vg va pvcure, gung vf, ol fb punatvat
gur beqre bs gur yrggref bs gur nycunorg,
gung abg n jbeq pbhyq or znqr bhg.

Online Cipher: https://cryptii.com/pipes/caesar-cipher
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Plaintext C ! Ciphertext C ! Plaintext

Sender Encrypt Decrypt Recipient
CipherText: oo K5, oy

https://www.tutorialspoint.com/cryptography/public_key encryption.htm
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Plaintext
.

Agarwal,
review. /nternational Journal of Computer Science and Information Technology, A2),
53-68.

S. (2017).

>
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Encrypt

Ciphertext | \ Plaintext
> @ >

Decrypt

o ol

same key is used 1o encrypt
and decrypt message

N

= )

Recipient

Shared Secret Key

Image encryption techniques using fractal function: A
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Some examples of symmetric encryption algorithms include:

« AES (Advanced Encryption Standard)

« DES (Data Encryption Standard) === Triple DES (3DES)
e |DEA (International Data Encryption Algorithm)

» Blowfish (Drop-in replacement for DES or IDEA)

« RC4 (Rivest Cipher 4)

« RC5 (Rivest Cipher 5)

RC6 (Rivest Cipher 6)
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Agarwal, S. (2017). Image encryption techniques using fractal function: A

review. /nternational Journal of Computer Science and Information Technology, 42),
53-68.




Side-by-side comparison of symmetric encryption and asymmetric encryption

Number of
Cryptographic
Keys

Symmetric encryption incorporates only
one key for encryption as well as
decryption.

Sy
Mm
@triC E’?c
Vo
0

Asymmetric Encryption consists of two

As
Ym on _
cryptographic keys. These keys are '7781‘,7{_ £ ey {;{F
Ne, Ve e
(e} tlg

Complexity

Symmetric encryption is a simple
technique compared to asymmetric
encryption as only one key is employed
to carry out both the operations.

regarded as Public Key and Private i
n TN
L
Soyey {ﬁ
(&)

Key.
Contribution from separate keys for [ e

encryption and decryption makes it a g
rather complex process.

BitCoin: Using E + DSA

Swiftness of

Due to its simplistic nature, both the
operations can be carried out pretty

Because of encryption and decryption
by two separate keys and the process

Execution ) of comparing them make it a tad slow
quickly.
procedure.

® RC4 ® RSA AlS” Cayyai gl Jol olael sl oolaiwl s yi8g 20 -

® AES ® Diffie-Hellman Al Jols ol -
Algorithms ® DES ® ECC Sgam sovwe | eolaiwl g ooy v 5Nl
Emplayed ® 3DES ® El Gamal :

® QUAD ® DSA

DS.//WWW.Iaplo

symmetric-and-asymmetric-encryption/
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(PBFT or Practical Byzantine Fault Tolerance)
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Dwork, Cynthia. Naor, Moni (1993, October). Pricing via Processing or Combatting Junk Mail.

In Advances in Cryptology—CRYPTO’92.: 12th Annual International Cryptology Conference, Santa
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Transaction Block
Existing Block chain

— - Bitcoin Miner X _I'm not a robot
EE-.y
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EEEEEN Ve | |
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] / Submit |
Y
. 5 ;- traffic lights
o Mm ‘ﬂ tM E > & Cha||eme I there are none, click skp
Bitcain Network : Bitcoin Miner X

00000002123
which =< X. If X has more

zeros: greater difficulty Select all images with
to find the proof traffic lights
traffic lights - ﬁ gﬁ e
If ore are nane, click siep mds
Click verify once there are none left
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(HASHING) (& jlwp 49
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Message Hash Algorithm Hash Value

SHA256
323e4c2dc58224583767
myfile.txt > »  1faa%0ed390dbd105fbebf29bd
Qo bf66673bcbe580fbf
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4 Billion possibilities
4 Billion possibilities
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4 Billion possibilities
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SHAZ256 hash for Library string

dc20b3d5d2cddf82fad332821cad5e9adefdcededa273aa193d2b495bdcc92825

SHA256 hash for library string

b718f1354f7247312eca086d9a024afedfa’17ddeadadeddd6f12bcfO45b2e8¢

SHA256 hash for Library1 string

f0376a8e85fb11ac26a45dcaa3bc83f4f07ba167fc308398524365d0cfa30151
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Dowling, M. (2021). Fertile LAND ...
Dowling, M. (2021). Is non-fungible ...
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Art
GlFs

Videos and sports highlights
Collectibles

Virtual avatars and video game skins

jack @
@jack

Designer sneakers ‘

Music just setting up my twttr
2:50 AM - Mar 22, 2006
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2. CryptoPunk #3100 — $7.58 Million

3. CryptoPunk #7804 — $7.57 Million



4. Crossroads — $6.6 Million

5. The first Tweet — $2.9 Million

Jack Dorsey tweeted the very
first tweet after setting up Twitter
back in 2006

jack @
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just setting up my twttr
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